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City of Stamford Police Department:

Policies and Procedures for Use of Surveillance Cameras

I.      Purpose  

     The purpose of this policy is to regulate the use of surveillance cameras which shall be used in public places, without a court order, for the purposes of homeland security, law enforcement and crime prevention.

II.     Scope  
     This policy applies to all Stamford Police Department and any other approved person or person’s use of City of Stamford surveillance cameras for monitoring and/or recording.  This policy establishes parameters restricting the non-court ordered use of surveillance cameras in public places to enhance public safety in a manner consistent with accepted rights of privacy and accepted or approved
 industry standards.  Legitimate use of this technology is covered by this policy as well as by applicable state and Federal law.  Accordingly, absent situations where investigation of a specific 
crime committed by a person whose description is known, camera focus will not be based on an individual’s characteristics, including race, ethnicity, gender, sexual orientation, national origin, or disability.  The aforementioned scope and purpose shall not limit the use of City of Stamford cameras for any court-authorized purposes.

III.     Training 
 

     All designated police monitors will be trained in the technical, legal and ethical parameters of appropriate use of this technology.  Each monitor will be given an exclusive User ID, and tiers of access will be implemented to ensure that only qualified and approved personnel will be able to access data.  This will ensure easy identification of all users, and any breach of protocol will result in appropriate discipline. by the appropriate city agency up to and including termination. Said breach incidents shall be reported to the Camera Review Committee (CRC), the Police Chief, the Police Commission and the Director of Public Safety, Health & Welfare. 
 

     All designated monitors will receive updated training on this policy as needed.  The Chief of Police or his or her designee will ensure adherence to proper monitoring practices by conducting periodic audits of the surveillance system.  All personnel will receive a copy of this policy and provide written acknowledgement that they have read and understood its content.

IV.
Reserved for Future Use

V.     Standard Operating Procedures
     The Stamford Police Department is committed to enhancing the quality of life in Stamford by integrating professional police practices with available technology.  A critical component of security and safety through technology is the use of surveillance cameras in public areas in which a demonstrated need exists.
  It is the intention of the Stamford Police Department to have sworn personnel assigned to monitor the cameras on a continuous basis as manpower allows.  In cases of emergencies, operators can be reassigned from monitoring duties.

     A.     Monitoring Objectives
     The primary objective of the monitor will be to look for suspicious or potentially criminal behavior.  Emphasis will be given to those incidents that require assistance or intervention to prevent damage to infrastructure, injury to persons or property, serious breaches of the public peace, or pose a real threat of those actions.  Some common examples of these incidents are:

· Any potential, apparent or real threat to infrastructure, buildings or citizens

· Civil disorders

· Crimes against persons

· Crimes against property

· Fires

· Monitoring traffic

· Injured or unstable persons

· Damage to property

· Hazardous conditions such as building or street collapse, downed electrical lines or water main breaks

· Disorderly conduct such as lewdness, prostitution, use or sale of drugs or public use of alcohol

· Searching for chronically disoriented individuals who need to be found such as those that suffer from Alzheimer’s disease or Dementia 

· Assisting in searches based on All Points Bulletins [submitted by Director Callion 2/19/8)

     Any deviation from these principles for inappropriate reasons would undermine the acceptability of this technology and is therefore strictly prohibited by this policy.  Also;

1. All monitoring activity will be conducted in a professional, ethical and legal manner.  All monitors using the surveillance camera system will be appropriately trained in the responsible use of this system.  Violations of this policy and procedures may result in disciplineary action. by the appropriate city agency up to and including termination.
2. Information obtained through the surveillance system will be used exclusively for security, safety and other legitimate purposes.  Information obtained through monitoring will only be released in accordance with this policy or as required by law.  Violations of this policy and procedures may result in discipline by the appropriate city agency up to and including termination.


3. Monitoring of shall be limited to public places and will be conducted in a manner consistent with all Stamford Police Department policies.  Except for police investigations involving person(s) whose description is known, this policy prohibits monitoring based solely on the characteristics and classifications previously mentioned.  Monitoring shall comply with the Stamford Police Department’s policy on “Racial Profiling” attached hereto and made a part hereof (Exhibit 1).

4. Monitoring of public places, dwellings, and businesses in the City of Stamford is limited to uses that do not violate the reasonable expectation of privacy or civil rights as defined by law.


5. The City of Stamford Police Department intends to post signage at appropriate locations notifying citizens that the location may be under surveillance. 

     B.      Procedure for Monitors to Report Incidents
     1.    If any criminal activity or life-threatening situation that requires an immediate response is detected, the monitor must contact 911 and the Patrol Shift Commander.   The monitor will be responsible for providing an accurate location and will continue to monitor the situation as long as needed.  These incidents will be recorded in the Monitor’s Log.

     2.    If a monitor views a suspicious situation, but no criminal activity or life threatening issues are present, he or she will contact the appropriate District Commander or his or her designee.  The monitor will provide an accurate description of the activity and the location.  These incidents will also be recorded in the Monitor’s Log. 

    3.     Pertinent information from the Monitor’s Log will be disseminated to all units of the Stamford Police Department.  Besides the above examples, other suspicious activity will be recorded in the Monitor’s Log.  This may include things such as: a description of a drug dealer, description of a suspicious vehicle, or unruly, large groups. 

     C.     Other Monitoring Duties  

     Besides the above examples, duties
 police monitors will have several daily duties, as well as duties relative to specific situations.  In these cases, monitors may be asked to look for certain descriptions or circumstances (M.O.) that fit recent crime trends.  For example, if there is a rash of thefts from Motor Vehicles downtown, monitors will be asked to pay particular attention to any suspicious activity around vehicles in the given area, or if the thefts appear to be from a certain type of vehicle, attention will be focused on that type of vehicle.  This type of activity will be posted daily on a “Look Out Log” and the monitor will update said log with relative information from their tour.  The Look Out Log will contain other information such as; listing of persons wanted by police, missing persons and stolen vehicles.

     Upon beginning his or her tour, monitors will ensure that all equipment is working properly and document any malfunctions in the daily Log Book.  The monitor will be responsible to review all activity logs from the previous tour, including the Look Out Log, to familiarize him or herself with any relevant special circumstances.  The monitor will be responsible to pass on  disseminate
 any pertinent information to appropriate police divisions.  If a Stamford Police Officer requires access to the cameras, he or she will need to get approval from all appropriate direct
 supervisors in the chain of command.  It will then be the monitor’s responsibility to assist them with viewing or retrieval of incidents for investigative purposes, or any function relative to the system.  Monitors shall not disseminate information learned from surveillance unless such release complies with the law, this policy, or and
 other information release policies in the Police Department’s Policy, Rules and Regulations Manual.  If a monitor is unsure of how to proceed in any regard, he or she is to contact the Shift Commander for direction.

VI.     Retention, Extraction and Storage Procedures 

     All images captured on the surveillance system can shall
 be saved to a CD storage media
 and used as evidence for investigative purposes and in court proceedings.  This policy, in accordance with applicable law, will ensure that all information obtained will be handled according to accepted law enforcement procedures and legal rules governing the handling of evidence.  Also:

     1.    Recorded images will shall
 be stored for a maximum of  (35) days.  Images will be erased, deleted or otherwise permanently eliminated within (35) days unless the footage is being retained as part of a police investigation, court proceeding (criminal or civil), internal affairs investigation, or other bona fide use as approved by the Chief of Police.  A list of all footage being retained beyond (35) days shall be maintained in a log identifying the purpose for extended retention.

     2.    Only trained monitors and police administrative personnel authorized by the Chief of Police shall be allowed to make copies of limited and selected sections of the captured images from the storage media as needed for specific law enforcement purposes related to a specific incident extract footage from the computer disk or drive storage media.

     3.    Any footage extracted for investigative purposes shall be stored in a manner that would exclude access by unauthorized personnel.  Footage used as evidence will be processed and stored in the evidence room with access available only to those with authorization.

VII.     Policy Oversight   

     The City of Stamford on an ongoing basis, shall seek consultation, information and input from the community at large to help with the implementation, expansion and/or alteration of this program.
  To this end, a Public Safety Camera Review Committee shall be created
 to ensure adherence to all guidelines, and to ensure that monitoring personnel, camera locations
 and usage satisfies the criteria specified in this policy.  The primary goal of this Committee will be to ensure that the surveillance system is being used solely in the manner and instances articulated in this policy, and any deviation from this policy is strictly prohibited. The Public Safety Camera Review Committee shall submit to the Board of Representatives and the Town Clerk an annual report listing the foregoing actions for the prior twelve months.

     The Chief of Police, or his or her designee, upon determining that a specific location meets the  documented 
criteria for camera installation pursuant to section 1,
 shall install said camera, and  shall seek approval from the Public Safety Camera Review Committee for said installation within 30 days of installation. The Public Safety Camera Review Committee shall consist of the Mayor, or his or her designee, the Director of Public Health & Safety, or his or her designee, the President of the Board of Representatives, or his or her designee, and two members of the public at large.
  These two members shall be appointed by the Mayor and approved by the Board of Representatives.  The Chief of Police, or his or her designee, shall maintain a log listing all surveillance camera and feed locations, as well as the date and expressed criteria used to determine approval.  The Chief of Police and the Public Safety Camera Review Committee shall solicit community involvement in any proposed alteration or discussion pertinent to this policy.
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EXHIBIT I

City of Stamford Police Department Policy on “Racial Profiling.”

� Committee agreed to delete paragraph 3 on page 4 on a vote of 6-1-1 at the 28 February 2008 meeting.


� Chair Lyons suggested. 


� Rep. Pia suggested to delete the words ‘pass on’


� Rep. Berns’ suggestion.


� Rep. Berns’ suggestion.  Approved by the Committee on a vote of 10-0-0.


� Rep. Berns’s suggestion.


� Rep. Berns & President Martin


� Rep. Berns’ suggestion.


� Rep. Berns’ suggested wording.


� Chair Lyons’ wording


� Chair Lyons’ wording


� Chair Lyons’ suggestion


� Chair Lyons’ wording


� Chair Lyons’ suggestion.


� Chair Lyons’ wording


� Chair Lyons’ suggestion.


� Chair Lyons & Rep. Mirkin’s suggestion.





� this language needs to be tightened; consider re-wording.


� concerns were expressed about the use of the word ‘specific’


� Regarding the word, ‘approved,’ the document needs a paragraph on who ultimately gets approved and the CRC’s role in the approval process.  Approvals should not be granted until someone is appropriately trained.  Need to discuss under what circumstances a person is approved and under what circumstances the approved person is authorized to use the system.





� A new and separate section is needed for the subject of “Discipline.”


This document should advise the Police Commission what we consider to be serious breaches of policies and procedures.





� The last two sentences of the prior paragraph need to be moved to the new section regarding Discipline.  This section should also be reviewed by the Legal Department..





Comments/New Language:  If the Police Chief or any member of the CRC believe discipline is warranted, they have the responsibility to report it to the Police Commission, Fire Commission or the Human Resources Department, as the CRC has no disciplinary power. The CRC should be able to advise those that they have notified of a breach, that, for example, they have to take action within 60 days.





Rep. Berns stated  that as many people as possible should be made aware of any potential breach so we can continually ‘watch the watchers.’ He added that more specificity is needed; e.g., who it pertains to, notification of direct supervisors, department heads, etc. up to and including termination. 


We could require the Police Commission to provide a summary 60 days after any disciplinary situation is resolved.�.


� Director Callion stated that annual reviews/training are incorporated as part of ‘updaed training.’ Updated training (in addition to annual training) would occur on an “as needed” basis if there are changes in equipment or if there are any modifications to the process.  The Committee felt this should be part of the annual training.  





� This section was included by Chair Lyons in September 2007.  Chair Lyons requested President Martin draft language for consideration by the Committee that addresses President Martin’s statements regarding active and passive monitoring of cameras.





President Martin stated that cameras may be used in identifying criminals after a crime has occurred as well as the cameras acting as a deterrent.  Neither scenario requires active monitoring.  A camera can be installed and unless a crime occurs, it is not viewed at it.  Thus, the standards to activate monitoring of a camera might be very different from a camera just put up.  Signs can still be used as a deterrent effect.  This sets up an expectation for the CRC that the standards are different depending on the purpose of the camera.





Also, consider language that says:  “The CRC decides whether it publicizes the location.of an installed camera.”.  In general, the camera locations should be public, but there may be some instances where you it is not.





Rep. Adams stated that there are communities that do not monitor cameras, neighborhood residents do the monitoring, and the police only monitor if a crime is committed.





� This should refer back to the ordinance that defines, ‘demonstrated need.’





� President Martin noted that a  bullet item for locating a specific individual may be needed.  Should this be allowed? President Martin stated this needs to be discussed with Chief Larrabee (see Director Callion’s two bullet points above).





A discussion took place at this point on the locations where cameras will be situated:





Rep. Berns stated that he is concerned about picking and choosing where the police go vs. where cameras are installed.  He felt that we need to articulate the reasons for a particular camera, what problem it is addressing, how a camera will solve the situation, why no other solution is possible, who makes these decisions.  Finally, based on what is ultimately decided, how do we go back and double-check the decision?.





Rep. Adams emphasized that a fair standard must be outlined in this document.





Rep. Berns stated that the exact reason why a camera should be located and why a camera is more cost effective than other solutions should need to be articulated.  Rep. Mirkin felt that it is the Police Chief’s job to determine the need for cameras.  Rep. Berns felt that we cannot outline every conceivable need, and this may be a section that requires ongoing modification.  Rep. Adams felt we need language that defines need in an unbiased manner.  ‘How do we define a demonstrated need for cameras in an unbiased way that applies throughout the whole city?  








�  The Committee also felt that wording for handling of traffic stops is also needed.�


There also needs to be language that states that when a camera is actually viewing a location where there is an expectation of privacy, there will be technology used to block that visual field out.  Rep. Berns asked that the most restrictive limitations that can be reasonably implemented be utilized to prohibit all invasions of privacy.





� A change to be considered is restricting monitoring or taping to public spaces only.





� Consideration should be given to having the CRC approve the lack of signage. This would be part of the camera siting approval process, and standards should be set.  E.g., “The Police Department shall post signage unless absence of signage is specifically, affirmatively approved by the CRC.” 





Director Callion stated that in emergency situations, we need a method for the CRC to approve the elimination of signage.  This section was left intentionally less precise because we there will be two different installations – the majority would be signed locations; some sites may be mobile locations; and in some cases, to pre-announce the installation of a camera would be defeating the purpose.  President Martin stated that there are situations that require immediate action, and, for example, the Police Chief can secretly approve a camera and come back at a later date and justify it.  The CRC’s activities, however, shouldn’t be secret.





Chair Lyons stated that the Committee has to consider the practical aspects of installing signs; they are not something that can be immediately installed and taken down.
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